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Configure WebDAV Setting to use File sharing over HTTP.
It should be i SSL setting, too, because of using Basic
Run PowerShell with Admin Privilege and Configure.

On this example, Configure settings that set a virtual directory under a Web Site and set WebDAV to the directory. And also create a local group [DavGroup] to allow read and write permission for them to WebDAV directory.

ion to WebDAV folder on this example.

(1

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

# kinstall WebDAV feature
PS C:\Users\Administrator> Install-WindowsFeature Web-DAV-Publishing

Success Restart Needed Exit Code Feature Result

True No Success {WebDAV Publishing}

# restart IIS
PS C:\Users\Administrator> Restart-Service W3SVC

# create a group [DavGroup]
PS C:\Users\Administrator> New-LocalGroup -Name "DavGroup"

Name Description
DavGroup

# add a user to [DavGroup] group
# (the user you allow to access to WebDAV directory)
PS C:\Users\Administrator> Add-LocalGroupMember -Group "DavGroup" -Member "Serverworld"

PS C:\Users\Administrator> Get-Website

Name ID State Physical Path Bindings
Default Web Site 1 Started %SystemDrive%\inetpub\wwwroot http *:80:
RX-7.srv.world 2 Started C:\inetpub\newsite http *:80:RX-7.srv.world
https *:443:rx-7.srv.world sslFlags=0

# create [webdav] folder
PS C:\Users\Administrator> mkdir C:\inetpub\webdav

# set [webdav] folder as a virtual directory on IIS
PS C:\Users\Administrator> New-WebVirtualDirectory -Site "RX-7.srv.world" -Name “"webdav" -PhysicalPath "C:\inetpub\webdav"

Name PhysicalPath

webdav C:\inetpub\webdav

# enable WebDAV feature
PS C:\Users\Administrator> Set-WebConfigurationProperty -Filter '/system.webServer/webdav/authoring' -Location "RX-7.srv.world" -Name enabled -Value True

# disable anonymous authentication on [webdav] folder
PS C:\Users\Administrator> Set-WebConfigurationProperty -Filter '/system.webServer/security/authentication/anonymousAuthentication’ -Location "RX-7.srv.world/webdav" -Name enabled -Value False

# enable basic authentication on [webdav] folder
PS C:\Users\Administrator> Set-WebConfigurationProperty -Filter '/system.webServer/security/authentication/basicAuthentication' -Location "RX-7.srv.world/webdav" -Name enabled -Value True

# allow Read,Write,Source persmission to [webdav] folder for [DavGroup] group
PS C:\Users\Administrator> Add-WebConfiguration -Filter "/system.webServer/webdav/authoringRules" -Location "RX-7.srv.world/webdav" -Value @{path="*";roles="DavGroup";access="Read,Write,Source"}

# allow full control NTFS permission to [webdav] folder for [DavGroup] group

PS C:\Users\Administrator> icacls "C:\inetpub\webdav" /grant "DavGroup:(OI)(CI)(F)"
processed file: C:\inetpub\webdav

Successfully processed 1 files; Failed processing @ files

# enable [Directory Browsing] to [webdav] folder
PS C:\Users\Administrator> Set-WebConfigurationProperty -Filter '/system.webServer/directoryBrowse' -Location "RX-8.srv.world/webdav" -Name enabled -Value True

# restart target Web site
PS C:\Users\Administrator> Restart-WebItem -PSPath 'IIS:\Sites\RX-7.srv.world'

# verify accesse = [-u (username)]
PS C:\Users\Administrator> curl.exe -u Serverworld https://rx-7.srv.world/webdav/
Enter host password for user 'Serverworld': # user password

<html><head><title>rx-7.srv.world - /webdav/</title></head><body><H1>rx-7.srv.world - /webdav/</H1><hr>

<pre><A HREF="/">[To Parent Directory]</A><br><br> <br></pre><hr></body></html>

[IS :WebDAV Setting (GUI)

On GUI configuration, set like follows.
Create a users or groups to allow to access to WebDAV folder.
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3] Install WebDAV feature.
Run [Start] - [Server Manager] and enter [Add roles and features], then check a box [WebDAV Publishing] and install it. After installing it, restart TIS service.
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[ Add Roles and Features Wizard

S

elect server roles

Select one or more roles to install on the selected server.
Roles. Description
[J Remote Access
[ Remote Desktop Services
[J Velume Activation Services
4 [W] Web Server (IIS) (10 of 43 installed)
4 [W] Web Server (9 of 34 installed)

WebDAV Publishing (Web Distributed
Authoring and Versioning) enables
you te publish files to and from a
Web server by using the HTTP
protocol. Because WebDAV uses
HTTP, it works through most firewalls
without modification.

ment (Installed)
ry Browsing (Installed)
| HTTP Errors (Installed)

| Static Content (Installed)

[ HTTP Redirection

2R vebDAV Pul

(lnstalle
I [ Health and Diagnostics (1 of 6 installed)
v (W] Performance (1 of 2 installed)
b (W] Security (2 of 9 installed)
v [ Application Development

[ FIP Server

(W] Management Tools (1 of 7 installed)

indows Deployment Services
indows Server Update Services

Wi
Wi

4] Create a folder for WebDAV.
On this example, set a virtual directory [webdav] like follows (physical path is [C:\inetpub\webdav]). To

W3 Internet Information Services (IIS) Manager

& 5 Gl RX-8 b Sites » RX-Bsvaworld » webdav » 7]

File View Help

oo tions c
. — | webdav Home
Z & Fl
W5 Start Page - —
365 v (e Filter: Go ~ (G Show Al ¥
1} Application Pools s -~

€ Default Web Site

~ -[&] Sites "a ‘%1‘

- Manage Virtual Directory (4
~ @ RX-Bsrvaworld Authentic.. Compression  Default Directory ) )
| auth_basic Document  Browsing Browse Virtual Directory
) webdav E“ 3] =
o o)
EmorPages  Handler Logging
Mappings
2 &
fi= &=

MIMETypes  Modules  Output  Request

Caching Filtering
8

SSLSettings  WebDAV
uthori..

. 5

Ready

Content View

[5] Select a Web site you'd like to set WebDAV on the left pane and then, Click to open [WebDAV Authoring Rules] on the center pane.

Intemet Information Services (II5) Manager

5
« @ » RXE » Sites » RX-Bsvaworld 7

File View Help

@ RX-8.srv.world Home

5 Start Page n o
v & R (R Filter: Go - (G Show All
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v -[&] Sites ;‘2 ‘%1‘ m
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~ & RX-8.srvaworld Authentic.. Compression  Default Directory
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] webdav
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ErorPages  Handler HTTP Logging
Mappings  Respon...
= ﬂ L 2

MIMETypes  Modules  Output  Request

Caching  Filiering
r—

SSL Settings | WebDAV
Authoring
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. ;

Ready

Content View

[6] Click [Enable WebDAV] on the right pane.

5 Internet Information Services (IS) Manager
e @ » RX-8 » Sites » RX-Bsviworld »

File View Help

@ @ WebDAV Authoring Rules
:_3 SariRaoct s Use this feature to specify rules for authorizing users to access
v € R (R Administaton || content

L} Application Pools
v & Sites path B Roks
D Default Web Site
~ @ RX-Bsrrworld
| auth basic
&7 webday

&

. :

Configuration: 'applicationHost.config

% Content View

[7] Select a folder for WebDAV and then, Click to open [WebDAV Authoring Rules] on the center pane.
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Intemet Information Services (IIS) Manager -

]
= a0 » RX-8 » Sites » RX-Bsrvworld » webdav » 7]

File View Help

webdav Home

Filter: - % Go - G Show Al 5
Application Pools [3 ~ A
~ -[&] Sites '1 =SSN
@ Default Web Site 9= Manage Virtual Directory (8
@ RX-8.srvaworld Compression  Default Directory ) )
3 suth._basic Document  Browsing Browse Virtual Directory
=) webdav . world on
& a i
EmorPages  Handler HTTR Logging
Mappings  Respen... Edit Virtual Directory
A g
MMETypes Modules  Output  Request
Caching  Filtering
o =
SSLSettings | WebDAV
Authoring
Rules | M

Content View

Ready

[8] Click to open [Add Authoring Rule] on the right pane.

15 Intemet Information Services (IS) Manager
€ a0 RX-8 b Sites b RX-Bsviworld b webdav
File View Help
Connections
e & Q|
W3 Start Page
~ 85 RX-8 (RX-B\Administrater)

WebDAV Authoring Rules

Use this feature to specify rules for authorizing users to access

i content.

12 Application Pools
v & Sites Path Users Rales
@ Default Web Site = DavGroup
@ RX-8.srvaworld
7 auth_basic
# 1 webday
< >

Content View

. ;

Configuration: 'applicationHost.config

[9] Set access permission for WebDAV accesses. On this example, set like follows.

5 Add Authoring Rule 7 X

= e REE » 7]

File View Help Allow access to:

@® Al content
7& O Specified content:
G5 Start Page
63 RX-3 (RX-S\Admi [
2} Application Pools Example: *.bas, wsve.axd

v [& Sites
P Default Web Site Allow access to this content to:
v @ RX-Bsrvaworld

O Allusers
| auth_basic
+ webdav (® Specified roles or user groups:
[pavGroup |

Admin, Guest
) Specified users:

Userl, User2

Permissions
Read

Source

Write

<

Configuration: 'applicationHost. Cancel

[10] It also needs NTFS access permission for WebDAV folder. Select WebDAV folder and right clicking it, then select to open [Access permission], then add permissions for your requirements.

@-

o) f

W » RX-B » Sites » RX-Bsvworld » webdav » =
webdav Properties X

File View Help
General  Sharing  Sectrty  Previous Versions  Customize

WebDAV Auth{  obectname:  Cinetoub'webdar

] Start Fage. Use this feature to specify rules  GroUP or user names

93 RX-8 (RX-B\Administrator) content. H2.CREATOR OWNER Al T
) Application Pools SYSTEM
~ (] Sites Path s DavGroup (RX-8\DavGroup)
€ Default Web Site = Y —— Y —— 3
v @ RX-Bsrvworld L 2
| auth basic To change pemissions, click Edt Eat
o) webday
Pemissions for DavGroup Mow  Deny
Full cortrol ~
Modiy
Read & excaute
Listfolder contents
Fiead
Write b
For specisl pemissions or advanced sefiings. e

cick Advanced

<

o = eatures View | |72 Content View

Configuratio

Carel

‘applicationHost.config’

[11] Select a folder for WebDAV and then, Click to open [Authentication] on the center pane.
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5 Internet Information Services (IS) Manager
« Z1 v RCB b Sites b RX-Bsrvworld » webdav »

File View Help

bd
. ” |8 +| webdav Home
W5 Start Page o
i g R Filter: - % 6o - G Show All 5
12 Application Pools lis A
~ (8] Sites ) ;‘? ";’:ﬂ Y
& Default Web Site i) /] Manage Virtual Directory (2
v @ RX-Bsrvaworld Authenticati| Compression  Default  Directory . -
7 auth_basic Lon Document  Browsing Browse Virtual Directory
| webdav A = [t e e
E & 8 - i
< s orld on *:443
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Mappings ~ Respon...
= e =
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MIME Types Output  Request
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. . %
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[12] Disable [Anonymous Authentication] and Enable [Basic Authentication] like follows.

5 Internet Information Services (IS) Manager
« Z1 v RCB b Sites b RX-Bsrvworld » webdav »

File View Help

Connections y .
@ _ | Authentication
a1
i «; f{‘;’;'(’;;e Groupby: NoGrouping  ~
i[5 Application Pocls Name Status. Response
v -[&] Sites ‘Anonymous Authentication Disabled
@ Default Web Site ASP.NET Impersonation Disabled
v @ RX-8.srv.world Basic Authentication Enabled HTTP 401
7 auth_basic
+ ] webday
< >

Configuration: 'RX-8.srv.world/webday' web.config

[13] Select a folder for WebDAV and then, Click to open [Directory Browsing] on the center pane.

5 Internet Information Services (IS) Manager -
« &1 RXB » Sites » RX-Bsvworld » webdav » @
File View Help
Connections
@- 2 |8 webdav Home
= Start Page = .
o ﬁg R 2 Filter: - % Go ~ Gy Show All i
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| auth_basic Document |_Browsing Browse Virtual Directory
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o
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Ready

[14] Click [Enable] on the right pane. For information to display, select the one you'd like to set.

5 Intemet Informatian Services (IS) Manager -
« 21> RX-B » Sites » RX-Bsvworld » webdav » @ -
File View Help
Connections Actions
@- 2 |8 - Directory Browsing
S tsthoger o Use this feature to specify the information that displays in a
v 83 R%-& (RX-B\Administrator)

directory listing.

i) Application Pools

v (8] Sites flime
€ Default Web Site Size
v @ RX-Bsrvaworld
1 auth_basic taeen
] webday Date
[ Long date.

. "

Configuration: 'RX-8.srviworld/webdav’ web.config

“ Content View

https://www.server-world.info/en/note?os=Windows_Server 2019&p=...

[15] That's OK. Access to the URL of WebDAV folder with Web Browser. If success authentication and displayed content of WebDAV folder, settings arc no ploblem.
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IIS : WebDAYV Setting : WebDAV Client

This is how to access to WebDAV folder from Client Computers.

This example in on Windows 10.

There are some WebDAV client softwares in the world, but on this example, use Windows WebDAV client feature.
[16] Open [This PC] and move to [Computer] tab, then Click [Add a network location].

= < | ThisPC
“ Computer | View (]

w @ L& Uninstall or change a program
-~

= ¥ System properties
Properties Open Rename  Access Map network Addanetwork  Open
mediav  drive ™ loation | Settings 5 Manage
Location Network System
& Downloads Local Dis{ Add a network location
= Create a shortcut to an Internet
5 Documents Jocation, such as a website or FTP
=] Pictures ¢ She
OneDrive
I This PC
& Network
8items

* (]
Add Network Location
‘ 1 »
Welcome to the Add Network Location Wizard
‘ o Quick ace
| [ Desktop This wizard helps you sign up fer a service that offers online storage space. You can use this space
& Downlo t0 store, organize, and share your documents and pictures using only a web browser and Intemet
connection.
=] Docum:
e You can also use this wizard to create a shortcut to a website, an FTP site, or other network location,
(&) Pictures
OneDrive
[ This PC
= Network
Next Cancel
8items

[18] Click [Next] button.
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# Quick ace
I Desktop

¥ Downlo
%) Docume

=] Pictures
OneDrive
L3 This PC

¥ Network

Bitems

<

Add Network Location
‘Where do you want to create this network location?

Choose a custom netwark location
e  Specify the address of a website, network location, or FTP site

Next Cancel

&

# Quick ace
[ Deskiop

4 Downlo
2] Docums

=] Pictures
OneDrive
[ This PC

% Network

8itens

Add Network Location

Specify the location of your website

Type the address of the website, FTP site, or network location that this shortcut will open.

Internet or network address:

https:// -8 srv.world/webdav/ v Browse.

View examples

Next Cancel

3 Quick ace
I Desktop

& Downlo|
5 Docume

=] Pictures
OneDrive
I3 This PC |

& Network

8itens

Add Network Location

Specify the location of your website

Typeth{  Windows Security X

Connect to rx-8.srv.world

Interneq
| Connecting to rx-8.srvworld
https:

View ex | Serverworld ‘

[[] Remember my credentials

Sl

Next Cancel

<«

o Quick ace
I Desktop
¥ Downlo

Docume

=] Pictures
OneDrive
[ This PC

= Network

Bitems

Add Network Location

‘What do you want to name this location?
Create a name for this shortcut that wil help you easily identify this network location:

https:// rc-8.srv.world/webda/.

Type a name for this network location:
WebDAV_rc-8.srvaworld

Next Cancel

11:54 AM

/2019 b

[22] Click [Finish] button.
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Add Network Location

# Quickad Completing the Add Network Location Wizard

B Desktop You have successfully created this network location:
& Downlo WebDAY S aremond
%) Docume
A shorteut for this location will appear in Computer.
&=/ Pictures
Open this netwark location when | click Finish,
OneDrive
[ This PC
¥ Network

8items

11:54 AM
m B ~EA D g0 5

[23] If successfully accessed to WebDAV folder, verify to read and write files or directories.

[ [ = | webdav
Home Share View []

A ||« hitps:#/o-Bsrvworld 5 webdav > vio

Search webda P
Name Date modified Trpe Size
# Quick access
New folder 9 File folder
[ Deskio
R untitled folder 9 File folder
¥ Downloads [E] Mew Text Document.txt g Text Document 0KB
e New folder (2) 9 File folder
&= Pictures
OneDrive
I This PC
¥ Network
<
4itemns
Yitemns
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